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Abstract

ServiceOriented Architecture (SOA) using Web services is
consdered as the dateoftheart for digtributed systems
integration. However, despite the growing interet and the
enormous potential of SOA, the uptake of this approach is
dill dow particularly for misson critical systems. This is
partly because the focus is dill on the definition and
refinement of gpecifications rather than defining  sound
architecture syles and guiding principles. Building service-
oriented applications is a complex undertaking, design
patterns and frameworks have an important role to play to
eae the process and to provide high Quality of Service
(QoS attributes. This paper discusses various Web services
based integration patterns then it reports our experiments
with wsBus, a lightweight serviceoriented integration
framework for dependable Web services interactions using
a broker pattern. The main goal that guided the
framework's deign is to maximize decoupling complemented
by scalable mediation service to cope with the inherit
heterogeneity of sysems involved. We discuss the system
architecture and features then we report our experiences in
building wsBus.

1. Introduction

The increesng move towards extensve automation and
sreamlining of business processes has fueled interest in
SaviceOriented Architecture (SOA) as business processes
ae likdy to involve high number of participants with
diverse and incompetible technologies. SOA is an approach
for desgning, architecting and ddivering interoperability-
centric and loosdy coupled integration where software
cgpabilities are seen as services ddivered and consumed on
demand. It promises applications that are composed of
Internet accessible, independently developed and
replacegble software components that are discovered a run-
time [14]. SOA and Web services are being promoted as the
foundation of next generation Businessto-Business
integration (B2Bi) [10], wide-area Webbased Enterprise
Application Integration (EAI), Peer-to-Peer (P2P) and Grid
sarvices [13]. The key goa of ®A is to provide a flexible
and agle modd of integraion through  reduced
interdependencies as well as higher level abdraction and
encgpsulation, hence the increased ability to quickly dign
goplications  with  changing  business  requirements.
Message-based  interactions using an orchestrated  sequence
of message exchanges (rather than invoking methods on
interfaces) ae seen a the core buildng block for

goplications usng this emerging computing paradigm &s
they provide the glue that ties sarvices together [1].
However, the capabilities of current Web services
frameworks are relatively limited compared to conventiond
middleware platforms like CORBA. Moreover, the focus is
ill on the definition and refinement of specifications rather
than on the architectue.

Moving Web services beyond smple point-to-point
gpplications  to  Internet-scale  applicationto-gpplication
integration, requires more than just a smple change of
programming practices, rather a paradigm shift and mindset
change is required to switch from RPC-based/object-based
achitecture to a loosdy-coupled, message-focused and
srviceoriented architecture. A true SOA is redlized when
goplications  are  built as sdf-contained, autonomous
busness sarvices that interact by exchanging messages
[16]. However, very few gudies have closdy looked at
clealy defining such architecture or a evduding and
comparing the features set and the suitebility of various
architectural styles and design patterns to support SOA
based gpplications.

This paper contributes to an improved understanding of
Web sarvices architecture. It briefly describes various Web
services based integration patterns. It then presents wsBus,
as a lightweight integration framework that mediates Web
srvices interactions to  enhance QoS  while  providing
management cgpabilities to monitor the hedth, availability
and performance of Web sarvices wsBus adds vaue and
directly addressss some of the most critical  issues
surrounding  the enterprisegrade  deployment  of Web
SFVices.

The rest of this pgper is organized as follows. Section 2
discusses  background materid  aout Web  savices
architecture and integration patterns while Section 3
describes the architecture and features of wsBus. Section 4
discuses redaed work and Section 5 findly concludes the
paper and provides some thoughts on future work.

2. Background and problem area

Software architecture (SA) is the dgructure(s) of the
system which comprise significant eements of the system,
the externdly visble properties of those dements (eg.
performance, rdiability), and the rdaionships among them
as wdl as the principles and guiddines governing ther
design and evolution over time [2]. The primary focus of
SA is the decompogtion, organization and interaction
among achitecturd dements. SA rases the leve of



abgtraction and suppresses unnecessary details to provide a
model of the system, which endbles architects to focus on
the andyss and the sdection / tradeoff among competing
design dternatives to achieve the desired qudlity attributes.

To better understand SOA we can apply Perry and Wolfe
SA modd [15] and we can define SOA as SOA = {Services,
Messages, QoS/Policy}.  With  sarvices  being  the
components of the architecture and messages as the glue
that holds the different pieces of the architecture together
and the Qudity of Sevice (QoS) atributes as the
congraints on how the different services may interact and
how they might be composed. In SOA, QoS refers to a
wider range of nonfunctiond service characteritics, such
as avalability, reiability, security, and performance.

Because of the lack of standard design and development
techniques, architecting Web sarvices based integration
condsts of defining a colection of views [8 and
choosinglleveraging a st of wdl-known design patterns to
describe the architecture. Design patterns are collections of
gructurd and behaviord guiddines and rules for modeling
frequently occurring design decisons[11].

2.1. Web servicesinteraction patterns

Interactions between services can be achieved using
various integration paterns such as point-to-point pattern,
broker pattern and managed peer-to-peer (P2P) pattern [7].

The point-to-point pattern uses direct connection to
integrate sarvices. It is a smple integration patern and
requires minima infredructure  using  badc, widdy
supported standards and technologies, but capabilities such
as rdiability, security and management are left to the
goplication developer. The number of point-topoint
connections between n sarvice provider's and m  service
consumers is potentidly up to m(n2), thus complicating
manageability and maintainability as wel as incressng
operationd cost as the number of connections grows
Moreover, the weskness of the P2P patern is the
duplication of transformation and routing logic between
savices and the high configuration cost of  endpoint
address changes. To minimize these wesknesses, another
layer of indirection (i.e, broker) could be added between
endpoints.

The broker pattern and its variants provides a mediation
layer with condstent handling of vaueadded QoS features
by routing service traffic through a server to facilitate
interactions through locating services, forwarding requests,
and returning responses to clients. Clients access services
by meking service requests through the broker. A broker
decouples interacting services by coordinaing
communication between endpoints and by assuming other
responghilities like vdidation of recdved messsge aganst
the sarvice's contrect, access control to services, routing
(i.e, determining the location of a target service), services
regidration (i.e, regidering sarvices to be discovered by
other systems), transformation (i.e, converson from one
format to another), encryption, rdiability of message

ddivay and other QoS characterigtics that can be centraly
configured and enforced. The broker dso  bridges
incompatible service policies (eg, message compressed
usng Direct Internet Message Encapsulation (DIME) vs.
messsge compressed  usng  Messsge  Trangmisson
Optimization Mechanism (MTOM)).

The broker pattern provides the following benefits.

Reduced coupling as the broker encgpsulates access to
the external resources. Applications that use a resource
no longer require information about how to access that
externd resource.

Improved modifiability as the interaction between
sarvices is mediated by a common controlled access
point, for example a change in the location of a sarvice
is done once & the broker. In addition, the broker can
implement some of the eror handing that eech
gpplication would otherwise have to perform.

Improved security as the broker can be used to
implement security policies and to bridge between
different security mechanisms. It dso dlows metering
access to the external resource as well as implementing
business rules that control access.

Improved interoperability as requesters using one
protocol (eg. SOAP-ova-HTTP) can interact with Web
savices usng different  protocol (eg., SOAP-over-
IMS). Also filters can be used to validate or manipulate
messages traveling through the broker.

However this pattern might reduce availability by
introducing a sngle point of falure and congettion, thus
requiring redundant/clustered  configuration of the broker.
The peformance might dso be reduced because of
overheads and increased latency compared to  direct
communication.

The managed P2P combines characterigtics from the
previous two architecturess Web sarvices interactions are
channded through loca proxies while management data
(eg., reyponse time) gahered during interactions are
periodicadly dispatched to authorized subscribers (eg., a
central service management hub).

Teking into account the abovementioned festures of
both models, the broker patern is gill more advantageous
for the provison of lage scde eServices Thus it is the
architecture used by our gpproach; future work will explore
other interaction patterns and compares them.

Our experiments with wsBus reported in [5, 6] shows
that the broker pattern provides higher Qudity of Service
(QoS) and morerdiableinter-gpplication messaging.

2.2. Motivation for wsBus

wsBus is an important architectura component for SOA-
based applications. It is an enhanced service registry as well
& a svice intermediary that enhances and maneges the
ddivery of Web Services by providing run-time support for
risble messaging, security, routing, monitoring  and
managing Web Services It can be deployed as a dient sde



proxy, or as a saver sde Web savices facade, or as a
gandadone broker. wsBus ams to faclitate large scde
deployment of Web sarvices in a secure rdiable and
congstent manner by offering the following features:

Enhanced service registry that can be used as a private
UDDI  with richer metadata descriptions including
communication protocols, QoS capabiliies and  service
raing as wdl a defining ‘communities of equivdent
sarvices. This feature is a step towards replacesble services.
Because of the chdlenges presented by dynamic binding,
we assume that after contractual relationships with service
providers have been established and the behavior of the
services involved has been tested, ‘compatible services will
be registered and configured as a community in wsBus. At
runtime wsBus will choose between equivaent services
depending on the configuration supplied during registration
aswell asthe QoS of prior interactions.

Hide interna network details from service consumers
with wsBus acting as a proxy, when a service requests
WSDL description of a registered service, wsBus
automaticdly generate a refactored WSDL based on the
abstract description as the target Web service but with the
protocol bindings requested by the dient and with the
endpoint pointing to the wsBus URI. This mechanism hides
internal  deployment details and increeses flexibility. For
example, it alows a service to be moved from one machine
to another or to be deployed on multiple machines without
affecting service consumers.

Block unauthorized SOAP messages by authenticating
requets and making sure tha the source service is
authorized to send messaged to the degtination service. This
is achieved either by using the user id/password credentids
contained in the SOAP messge (es defined by WS
Security) or by audthenticating the server tha sent the
messageudngitsdigitd certificate.

Multi-protocol  services to bridge interfaces and protocol
differences. This is motivated by the difficulty to dictae
specific  protocols and policies to busness partners.
Therefore, wsBus infragtructure acts as a service fagade
exposng savices via number of protocols and policies that
can be declaaively defined and enforced. For example, for
scure access, a Web savice dient can choose  between
https and WS-Security over http.

Load bdancing for Web savices by redirecting high
loadj obs or messages for platinum clients to specia servers

Improved error handling through configured re-routing
or retry mechanisms

Protect applications from emerging and rapidly evolving
Web savices dandads wsBus provides an  extensble
infrastructure to abstract away and implement standards
compliance without gpplication changes.

Protect servers from overload by queuing or redirecting

messages when the average response time goes beyond a
catan threshold that is configured on a specific Web
svice udrg wsBus management console  Interested

parties can dso subscribe to violaion dert notifications by
emal or SOAP action. For example, a trigger could be
configured for an order processng service to rase an dert
when more than 10 orders are being processed per second
or if order processng tekes more than 3 seconds. wsBus
could then be configured to respond to the trigger by
queuing orders or by processing high vaue orders fird.
This alows wsBus to perform basic load badancing and fail-
ove.

Provide other added veaue savices like Sevice Levd
Agreements (SLAS) monitoring, encryption, metering, and
billing services

Our design of wsBus ams to enhance the rdiability of
Web service messaging, improve the scdability of its
sarvice provison, and mantan the security of Al
communication, whilst preserving the naturad strength of
Web sarvices (i.e, interoperability). However, wsBus could
dso become a bottleneck but this can be addressed by
clustered deployment.

It is dso worth noting that we assume that Web services
interactions channded through wsBus ae dadess,
meaning that messsges ae df-contained with  enough
information (or links to perssed daa) to dlow the
degtination service to establish the message context. This
assumption is fundamenta to rdiability and scaability
properties of wsBus, it is dso an encouraged practice in the
Web sarvices literature asin [1].

This paper concentrates on the architectura features of
wsBus.

3. wsBusarchitecture and design

This section introduces the fundamenta concepts and
the main building blocks of wsBus.

wsBus uses broker and intercepting filters design
paterns. Basicdly when a service is provided through
wsBus, fird it needs to be regisered and configured (eg.,
number of reries in case of falure lig of equivaent
sarvices known to wsBus, access control...etc). Service
consumers need to sSgn up and creste an account with
wsBus then they can search for services provided via
wsBus, download the WSDL of the sdected service and
dat interacting with the desred service As services are
usad various monitoring data get collected.

3.1. wsBus architecture

wsBus is a mediating component that provides a
configuradble  framework  for  rdidble  Web  sarvices
interactions. wsBus provides various channes (i.e, virtud
endpoints) to access the registered Web services (each
sarvice is bound to one or more channdls). The incoming
message is asessad on  ariva through the channd to
determine the dedtination service.  Filters can be can be
configured to intercept and manipulate both request and
response messges  (eg., tranform  oldformat  messages
into new formats). The message is then passed through a
relighility layer where it is checked -for expiration,



duplication, and ordering- and then it get queued for
processing. wsBus then dispaiches the message to the
degtination Web service and the response is passed back to

¢
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the requester via the same path. The diagram in Figure 1
shows wsBus architecture and its main components.
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Figure 1. wsBus architecture and key components

The core idea of wsBus is to act as a bus which conveys
SOAP messages from one end to another regardless the
transport protocols (eg., HTTP, JMS) being used in either
ends

wsBus infrastructure is based on interception. It dits
between the trenspot and SOAP  seridization/de-
seridization modules, inspecting messages and
extracting/andyzing relevant SOAP headers (eg., SOAP
Action heeder) as agppropriate and providing requested
added-vdue sarvices as ingructed by the configuration
settings.

A messge dore is used to enhance rdiability by
queuing and peassing mesges In cae of a
communication falure, the faling message is retrieved
from the pessent dorage and resent  until an
acknowledgement is received or the maximum number of
retries is exhausted. The message dtore can A0 serve as a
sysdem log for debugging and auditing purposss. We are
aso planning to leverage the log for caching responses.

wsBus is aso equipped with a user friendly
Management Portd to regiser and configure Web sarvices,
and to define access control policy for the registered
srvices

wsBus Monitoring Console can be used to access QoS
metrics and daidics gathered by the monitoring
component during interactions as wel as derts raised in
cae of falures or vidation of performance thresholds
assigned to aregistered sarvice.

3.2. wsBus communication layer services

As shown in Fgure 1, wsBus communicetion layer
handles interception of messages and protocol bridging to
dlow interactions over multiple communication protocols
(eg., HTTP, IMS, WebsphereMQ, etc). The choice of the
aopropriate protocol to use can be decided based on the
required QoS and available infrastructure. wsBus alows the
Web sarvice dlient to choose the desred transport without
directly interfacing any deployed middleware that
transports SOAP. From the schema of the endpoint URL of
the destingion Web service (eg., jms) wsBus trangparently
uses the appropriate communication channd. The am here
is to dlow a client to transparently send a message to a
queue as it would to an HTTP-based endpoint. wsBus
demongtrates the ability to effectively switch between
trangports protocols by smply altering the target endpoint
from a HTTP URL, to a ligener waiting on JMS or
WebsphereMQ queue in  synchronous and asynchronous
fashion.

Multi-protocol ~ support  virtualizes ~ communication
trangports and helps to presarve interoperability while
leveraging exiging infrastructure.  For instance, a purchase
order encapaulated in a SOAP message could arive using
HTTP then wsBus could place the SOAP message in a
message queue to be to be pickup, vaidated, prioritized and
processed by an order processing workflow system. The
requesting process will eventudly receive a SOAP message
confirming or rgecting the order through wsBus mediation.
This dlows shidding externd users and patners from the
internad implementation details while keeping data losses to
aminimum.



3.3. wsBus message layer services

wsBus infrastructure relies on interception to process
and rday messages (Figure 1). At dart-up it loads the
oonfiguration and dats a pool of ligeners to  begin
receiving messges The ligeners read messages from
different channds and then cdl a szies of configurable
handlers to manipulate (pre/post-process) both request and
reponse messages as  indructed by the configuration
sttings Messages travels dong a  corfigurable  pipeline
made of a saies of handlers for processing and rdaying
messages. wsBuUs supports two types of handlers: built-in
primitive and generic handlers (like vdidae a messge
agang a schema, trandform a message with XSLT, sdect a
route usng an XPath expression, split, log, encrypt/decrypt
message, etc) as well as customized and specific handlers
(like a cugom hendler to evauate or enforce a busness
rule). Handlers can be assgned to different nodes in the
infragtructure.  Each node receives the messages into a
private queue, and processes them through a configurable
sequence of handlers, after that the processed message(s)
ae rdayed to the dedtination(s) decided by the routing
component (based on the dedtination specified in the
message  header, the configured routing rules or based on
the content of the message body).

This architecture maximizes the system throughput by
dlowing padldization of messge processng tasks and
the ability to deploy specidized resources for certain tasks
like a saver with more memory for vdidating large
incoming XML messges Moreover, the suggested
architecture offers  grester  flexibility by dlowing the
messages  processing  logic to be eedly adjused by
reconfiguration.

The messaging service component contains a number of
sub-components  through which an incoming message is
required to undergo in order to be successfully processed:

Lisener: through which incoming messages arive a
wsBus and threads are created to handle these requests and
direct messages further to the SOAP layer.

Decryptor: is responsible for decrypting messages that
were encrypted by the Web service dient.

Messsge backup: the messsge is then saved into
perssent storage for future use (resend a message if the
target Web sarviceis not available, caching etc).

Message classfication and prioritization: As shown in
figure 2, the classfier component assgns the incoming
messsge an internd  dassof-sarvice  depending on  the
rating of the requester (i.e, Gold clients Silver dients,
Bronze clients and best effort deivery clients) or the
priority assgned to the requested service. Subsequently, the
request is placed into a queue associated with its dass-of-
sarvice. Then the scheduler digpatches the queued requests
usng the scheduling agorithm configured in wsBus. wsBus
supports  various scheduling  dgorithms  for  digpatching
requests from queues like Round Rdoin (RR) adgorithm and
Weighted Round Robin (WRR) dgorithm that assigns
weight to queues to ensure that messages in higher priority

queues ae fetched more often than those with lower
priority [17].

Messge relay: The message relay component ensures
that the invocation is done with maximum posshility of
success. For example, if the target Web sarvice is offling,
then it will look up in wsBus database for a backup Web
sarvice tha provides equivdent savice. If found, the
message will be sent to the sdected Web sarvice If not, the
message will be periodicaly resent until the target service
responds, or the number of retries is exhausted or a timeout
occurs.

Dispatcher

| Admission Control 1 Classification T

™~ ‘ 2
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Figure 2 Dispatcher component

4. Related work and discussion

Severd ongoing efforts recognize the nead to extend the
current technological infrastructure to foster wider adoption
of Web sarvices and SOA. In our early work [9], we tried to
explore enhancing Web sarvices by introducing Message
Oriented Middleware (MOM) in the architecture. We came
to the concluson that it is unlikdy that Web services can
smply adapt existing MOM technologies to achieve higher
QoS properties, given that they try to addres
interoperability on a sde a which  conventiond
technologies have faled. Hence there is a clear need for
new widearea messging infradructure to enhance service
ddivery in Web-centric environment. wsBus is a first step
towards achieving this. Its design was initidly inspired
from idess introduced by the Web services Invocation
Framework (WSIF) [12] but it adds more advanced QoS
features a wdl & support for message-oriented
interactions ingead of RPC-based invocations promoted by
WSF. Web savices ae do an ative aea of
standardization; our agpproach builds upon the building
blocks of these dandards and seeks to refine them by
providing ealy implementations. The efforts around
Enterprise Service Bus (ESB) [4] a&e dosdy relaed to our
work but ther focus is on EAI. In our gpproach we
contribute to the redlization of ESB vison while putting
more focus on decentrdized architecture, and broadening
ESB application space as wel as vdidating its feashility
and benefits.

Our future work enhance wsBus by extending some the
idess discussed in [3].

wsBus ams to extend and leverage the principles of
messging systems as well as the emerging Web services
dandards to support more relidble and managesble Web



services interactions using a decentraized architecture. The
next stage of our research is to complete the development
of the framework and to develop a number of services to
fully test the features of wsBus. We are adso planning to
invedigate  posshilities to leveage some peer-to-peer
techniques paticularly for service discovery, enhanced
scaability and exchange of QoS data between sarvices
(eg., svicerating).

5. Conclusion

This peper discussad various Web  services interaction
patterns, and then presented an initid design and prototype
implementation of wsBus, a lightweight messaging
framework usng a broker patern, it builds on current
sandads to meet the rdiability and managesbility
requirements of Web services based integration. wsBus has
the potentid to grow as a rdidble and QoS-aware
integration infragtructure to move SOA beyond sSmple
point-to-point service integraion by fadilitating large-scde
implementation of the SOA principles with suitable service
leveds and managesbility. The fundamental principle behind
wsBus is abdracting avay QoS features so they can be
configured and enforced insead of being baked into the
service logic. This results in a greater flexibility and a better
maintainability and reuse. While not claming to be a diver
bullet, wsBus has achieved (in non-invesve way) some
success in adding vauable QoS for Web services such as
guaranteed ddivery and recovery mechanisms, but the
framework needs to be improved by adding support for
transformation, content-based routing, caching ad

advanced QoS management services.
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